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INTRODUGTION

In December 2018, Meng Wanzhou,

the chief financial officer of Chinese
telecommunications giant Huawei
Technologies, was detained in Vancouver,
Canada, on an extradition request from

the United States for allegedly violating

U.S. sanctions on Iran. The move angered
Chinese authorities, who shortly afterward
blocked key Canadian agricultural exports
and arrested two Canadian citizens, Michael
Spavor and Michael Kovrig, on suspicion of
“stealing state secrets.” Tensions escalated
in June 2020, when Chinese prosecutors
formally brought espionage charges against
the two men only three weeks after a
Canadian judge ruled that Meng’s extradition
could proceed.?

Such retaliatory tactics contributed to the
Trump administration’s decision to declare
China a “revisionist power” in the 2017
National Security Strategy.® U.S. officials
have also expressed concerns that China’s
recent innovation-driven development
policies are promoting unfair trade practices
and incentivizing Chinese firms to acquire
foreign dual-use technologies (those
that have both commercial and defense
applications) through legitimate and
illegitimate means. Huawei in particular has
come under intense scrutiny by the United
States due to the rapid global adoption of
the company’s 5G internet technology and
its perceived close ties with the Chinese
government.* The Biden
administration has
adopted a similar
stance on China in the
March 2021 Interim
National Security
Strategy and
upheld the Trump
administration’s ban
on Huawei through a
June 2021 executive
order.5

<W ef-}'ee

Immediate neighbors with
a shared history and culture, Canada and
the United States have a mutual interest
in promoting bilateral cooperation in areas
such as trade and defense. In particular,
as members of the Five Eyes intelligence-
sharing alliance, Canada and the United

Federal Research Division or the Library of Congress.
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States have developed cybersecurity
interdependencies based on shared
hardware and software capabilities. Canada
has also developed a reputation as a
research leader in emerging technologies,
such as artificial intelligence, which has
made it an appealing investment destination
for U.S. and Chinese technology firms alike.®

China’s interest in
Canada’s rapidly growing
technology sector takes
many forms, but this
orief will focus on three
areas that closely align
with the structure of
Canada’s technology
industry. These areas

are direct investments,
technology incubators and
accelerators, and research
partnerships.

China’s interest in Canada’s rapidly growing
technology sector takes many forms, but
this brief will focus on three areas that
closely align with the structure of Canada’s
technology industry. These areas are direct
investments, technology incubators and
accelerators, and research partnerships.
China’s involvement in all three of these
areas has implications for U.S. and Canadian
national security based on how the
technologies under development could be
transferred to the Chinese military or used
as platforms for the Chinese government’s
political influence activities. This risk

is compounded by the fact that unlike
other U.S. allies, Canada does not have

a comprehensive or clear international
cybersecurity strategy or strong guidelines
for government oversight of public-private
research partnerships. The future of
Chinese-Canadian diplomatic relations and
its impact on technology investments is still
uncertain due to the Meng Wanzhou case
and other factors. However, understanding

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the
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the current relationship can help both U.S. critical areas for collaboration in the short
and Canadian officials identify the most and long term.

GHINA'S TEGHNOLOGIGAL ANBITIONS

When Xi Jinping became the general
secretary of the Chinese Communist

Party (CCP) in 2012, he set out two goals:
to make China a “moderately prosperous
society” by 2021 and to “achieve the great
rejuvenation of the Chinese nation” by
2049, the centennial of the founding of the
People’s Republic of China (PRC).” China is
well on its way to achieving this first goal,
as the country has had the most rapid,
sustained economic growth of any country
since opening up its economy in 1979.8
However, as GDP growth has slowed, China
now runs the risk of falling into the so-
called “middle-income trap,” a phenomenon
in which a middle-income country loses
its comparative advantage against low-
income countries due to increasing wages,
but is also unable to compete with high-
income countries in terms of innovation
and productivity, leading to economic
stagnation.®

To escape this trap, the Chinese government
has adopted a number of policies geared
towards “moving up the value chain” of high
technology manufacturing to decrease the
country’s reliance on foreign technological
imports and improve firm competitiveness
at the international level.l° For example, the

Thirteenth Five Year Plan (2016-20)" has comprehensive framework to boost high
an entire section devoted to innovation- tech manufacturing in ten strategically
driven development. The plan’s major important sectors by 2025. These sectors
targets include deepening the “contribution  include new advanced information

of science and technological advances to technologies and materials; biopharma
economic growth” and increasing spending and advanced medical products; robotics;
on research and development.i* The plan new-energy vehicles; and modernized
provides support for both the “Made in equipment for the aerospace, maritime,
China 2025” industrial policy and the rail, power, and agricultural industries. In

“Internet Plus” initiative, a plan to integrate addition to providing subsidies and other
technologies such as cloud computing and financial incentives for domestic investment
big data with traditional industries to create  in these sectors, “Made in China 2025”
an information-based development model.’?  encourages firms such as Huawei and

ZTE to seek out investments in related

“Made in China 2025,” announced by areas abroad.®® A spike in foreign direct
Premier Li Kegiang in May 2015, forms the investment overseas in 2016 forced China
backbone of China’s innovation-driven to institute capital controls in some sectors,
development strategy. The plan lays out a including real estate, a year later, but the

* China’s Five Year Plans define the country’s domestic and international economic policy priorities. Beginning with the Eleventh
Five Year Plan (2006-10), the focus of these plans has shifted from hard production targets to broader principles such as long-
term economic growth and sustainable development.
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updated government guidelines continue
to encourage companies to “cooperate
with foreign new and high technological
and advanced manufacturing companies
and to establish offshore research and
development centers.”4

The release of “Made in China 2025” sparked
debates among the policy community in the
United States and elsewhere regarding the
long-term impacts of China’s technological
ambitions. In particular, U.S. policymakers
argue that China’s substantial subsidies

to state-owned enterprises that invest
overseas in the very same sectors where
China often restricts foreign investment
domestically create an unfair competitive
advantage for Chinese firms.'** When foreign

Table 1. Chinese Technology Transfer Strategies

Legal lllegal
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investors are allowed into a certain sector
in China, they are often required to transfer
technological assets to their Chinese
counterparts as part of their investment
agreement.’®* Researchers have also
highlighted how “Made in China 2025” may
incentivize Chinese firms to acquire foreign
technology through other means in order
to jumpstart domestic innovation. These
technology transfers can be legal (such as
direct investments and school enroliments),
illegal (such as hacking and intellectual
property theft), or extralegal (activities

of unknown legality, such as professional
associations based in foreign countries
targeting ethnic Chinese experts).”
Examples of technology transfer vectors in
these categories are provided in Table 1.

Extralegal

Conferences, competitions, and
enrollments in foreign universities.

Breaches of contract or
non-disclosure agreements.

Document acquisition and overseas
scholar returnee facilities.

Investments and acquisitions of foreign
companies.

Computer network exploitations.

PRC ministry offices and front
organizations.

Direct technology purchases and

. o Insider operations.
patent mining and exploitation. P

Sino-foreign professional and
student/alumni associations.

Overseas-based labs and
representative offices.

Traditional espionage activities.

Technology transfer centers, forums,
and incentive programs.

Venture capital funds
and startup accelerators/incubators.

Copyright infringement.

University-linked “innovation parks.”

State-backed investments in overseas
research and joint research
agreements.

Willful patent infringement.

Professional and technical facilitators,
such as transfer facility staff, scientists,
and entrepreneurs.

Loopholes in trade agreements, tech
exchanges, and trade-for-tech
agreements.

Reverse engineering activities.

S&T intelligence workers, such as
talent spotters and members of
“business intelligence” groups.

Source: Hannas and Chang, China’s Access to Foreign AI Technology, 4-6.

These issues are also tied to broader
concerns around China’s growing military
strength and risks to U.S. national security.
Many of the priority sectors listed in “Made
in China 2025” are closely linked to the
development of dual-use technologies
and, as a result, can be difficult to regulate
through export controls.*® The creation

of the CCP Central Military-Civil Fusion
Development Committee in 2017, which aims
to improve cooperation and promote joint
investments and research between the
People’s Liberation Army (PLA) and civilian
authorities in areas covered by “Made

Federal Research Division or the Library of Congress.

in China 2025,” further underlined these
concerns.’® China’s plan to localize high tech
value chains could also lead to the capture
of supply chains for U.S. military equipment
and services, and close the gap between
the two countries’ military capabilities.?°

In response to the backlash, China has
quietly removed any reference to “Made in
China 2025” and military-civil fusion from its
public statements. Experts note, however,
that the change in public rhetoric does not
mean China will abandon the core aspects
of these strategies.? In addition, China’s

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the



ﬂlll]ss[ﬂ Wlllfs China’s Investments in the Canadian Technology Sector

updated Foreign Investment Law, which

went into effect on January 1, 2020, now
prohibits forced technology transfers “by
administrative means.” Lawyers in China

GANADA'S RELATIONSHIPS WITH THE UNITED STATES AND GHINA

Canada has a special relationship with the
United States based on a shared history,
culture, and standard of living. The depth of
Canadian-American economic integration
and security cooperation is reflected in the
number of trade and defense partnerships
between the two countries, such as the

following:

»

»

»

»
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United States-Mexico-Canada Agreement
(USMCA): The United States is Canada’s
largest trading partner and foreign
investor by a wide margin.2 Like its
predecessor, the North American

Free Trade Agreement, the USMCA
supports this economic partnership
through tariff-free trade and supply
chain integration, particularly in the
automotive and aerospace sectors.?

North American Aerospace Defense
Command (NORAD): Under this program,
American and Canadian defense

and law enforcement personnel
conduct joint exercises and monitor
aerospace and maritime threats to both
countries.?®

Defence Production Sharing Agreement
and Defence Development Sharing
Agreement (DDSA): These agreements
allow Canadian companies to compete
for U.S. defense contracts on the
same terms as U.S. firms. The DDSA,

in particular, focuses on joint R&D
projects.z®

National Technology and Industrial

Base (NTIB): The NTIB promotes cross-
border cooperation on national security
and dual-use technology R&D and
production between the United States,
Canada, Australia, and the United
Kingdom.?” In February 2020, NTIB
member states were granted

Federal Research Division or the Library of Congress.

have noted that the provisions of the new
law are vague, so it is unclear what this will
change in practice until the implementation
rules are released.??

»

»

Canada has a special
relationship with the United
States that is based, in
part, on centuries of
shared history.

“excepted” status under the U.S. Foreign
Investment Risk Review Modernization
Act of 2018.28

Multilateral Institutions: Canada is a key
U.S. ally in organizations such as the
World Trade Organization, the G7, and
NATO.2°

Five Eyes: Five Eyes is an intelligence-
sharing network between the United
States, Canada, Australia, New Zealand,
and the United Kingdom that grew out
of the intelligence exchanges between
Allied Forces during World War II. An
important aspect of the alliance is the
high degree of interoperability between
the intelligence agencies of each
member country, such as a shared
intelligence database.®® However, as
researchers from the Fraser Institute
note, this high level of cybersecurity
integration can potentially put all of the
Five Eyes members at risk. For instance,
between 2003 and 2005, a series of
coordinated cyberattacks from China
dubbed Titan Rain compromised U.S.
Department of Defense systems before
spreading to the systems of the other
Five Eyes members.3 While all alliance
members have adopted national
strategies to address the growing risk of
sophisticated cyberattacks, Canada is
the only Five Eyes member that has not
developed a holistic international cyber
strategy.®?

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the



FEDERAL RESEARGH DIVISION

LIBRARY OF CONGRESS

Despite this close relationship, successive
Canadian government leaders have been
wary of becoming economically dependent
on the United States. Canada’s relationship
with China is in some ways an attempt

to diversify its trade partnerships.3 For
example, Canada was one of the first
Western countries to recognize the PRC

in the 1970s under then prime minister
Pierre Trudeau (father of current prime
minister Justin Trudeau).®* China is now
Canada’s second-largest trading partner
and an important source of foreign
investment. Canadian exports to China
have been historically dominated by mining
and agricultural products, but there are
signs that Chinese firms are increasingly
diversifying their Canadian portfolios to
include services such as finance and
technology.®®

Due to these trade relationships, Canada

is vulnerable to shifts in the U.S.-China
dynamic.®® This is clearly visible in the
controversy surrounding Huawei’s global
investments in 5G internet technology.

The U.S. government has prevented U.S.-
based corporations from collaborating with
Huawei and its subsidiaries on and off since
2012, with a related order signed by then
president Donald J. Trump in May 2019.%” The
Biden administration issued an executive
order on June 3, 2021 that upheld and
expanded upon the Trump-era ban.38

INVESTING IN GANADA'S TEGHNOLOGY SEGTOR

Canada’s history of technological innovation
is typically overshadowed by that of the
United States, despite Canada being the
home of several globally recognized brands,
such as BlackBerry and Shopify. However,
Canada is quickly developing a reputation
as a hotspot-rivaling Silicon Valley—for
technology start-ups and cutting-edge
research hubs.*?

Canada is particularly well known for its
leading artificial intelligence research center
in the Toronto-Waterloo corridor, which has
attracted corporations including Facebook,
Google, Amazon, and Uber.** According to
the Canadian government, growth in the
information and communications
technology (ICT) sector outpaced the

Federal Research Division or the Library of Congress.
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These bans have been issued over concerns
that Huawei and other Chinese technology
companies could be compelled to spy on
and collect data from U.S. citizens and
allied nations for the Chinese government
under China’s 2017 National Intelligence
Law.®® Article 14 of the law states that
Chinese national intelligence agencies
may “request relevant organs [government
bodies], organizations, and citizens
provide necessary support, assistance,
and cooperation,” which analysts of the
Lawfare blog argue could potentially be
used to justify pressure on staff working at
companies such as Huawei to cooperate
with authorities.*°

As of this writing, Canada is the only

Five Eyes member that has not yet

made a firm decision on Huawei and 5G.
However, in June 2020, Canada’s Big Three
telecommunications companies—Bell
Canada, Rogers Communications Canada,
and Telus Communications—announced
that they had signed contracts with
Ericsson and Nokia to build out their 5G
networks, effectively locking Huawei out
of the domestic market while the federal
government determines next steps.“

The government’s decision has been
complicated by a cooling relationship with
China, mostly due to the latter’s actions
surrounding Meng Wanzhou’s extradition
case.®

overall economy’s average annual growth
by 0.5 percent between 2012 and 2018,
with companies employing fewer than ten
people making up over 85 percent of all ICT
companies.*®

Much of this growth is spurred by a series
of government incentives adopted over
the last few years to attract domestic and
foreign investment. In 2018, the Canadian
government announced the $700 million
(CAD 950 million) Innovation Supercluster
Initiative, which finances collaborations
between industry and research institutions
across five different superclusters. These
superclusters focus on R&D in ocean
sciences; artificial intelligence; advanced
manufacturing tools, such as machine

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the
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learning; agricultural sciences; and digital
technology, such as quantum computing.+®

Other financial incentives include the
Scientific Research and Experimental
Development tax incentive program, the
Accelerated Investment Initiative, and the
Strategic Innovation Fund for large R&D
projects.¥ Canada has also developed

a robust immigration program to retain
and attract skilled workers through the
Express Entry and Start-Up visa schemes,
encouraging many foreign technology
entrepreneurs to come to Canada instead
of the United States due to changes in
the latter’s H-1B visa program.“¢ Coupled
with lower labor costs relative to the
United States and Western Europe, these
incentives mean that Canada’s ICT

sector has been flagged as an appealing
investment opportunity for Chinese
investors.*°

The Canadian government recognizes that
some foreign investments may come with
economic or national security risks. In
Canada, such activity includes investments
in cultural industries, extractive industries,
and emerging technologies that may have
defense applications.®° Like the United
States, Canada employs a variety of policy
tools to manage these investments and
prevent unwanted technology transfers. The
two main tools used by both countries are
export controls and investment reviews.%

» Export Controls: Canada’s export
controls are governed by the Export
and Import Permits Act, which requires
companies exporting items on the
Export Control List (ECL) or to a country
on the Area Control List to apply for an
export permit. All re-exports of goods
of U.S. origin also require a permit
to comply with U.S. export controls.
The ECL includes weapons, nuclear
goods, dual-use technologies, many
chemical goods, lumber, and certain
agricultural products.®2 The ECL is
supplemented by the Controlled Goods
Program (CGP), which requires those
who “examine, possess, or transfer”
military equipment or technologies
(as defined by the Defence Production
Act) to register with the Department of
Public Works and Government Services.

Federal Research Division or the Library of Congress.
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The CGP was adopted in 2001 as a
requirement for continued exemptions
under ITAR, the U.S. International Traffic
in Arms Regulations.5®

Investment Reviews: The 1985
Investment Canada Act gives the
Canadian government the authority
to monitor and screen foreign
investments, which include new
businesses founded by non-Canadians,
as well as takeovers of existing
Canadian firms by non-Canadians.

In 2009, the act was amended to
establish a national security review
screening process similar to the
Committee on Foreign Investment

in the United States.5* However, the
government has been criticized for
not applying the act consistently;
even though the number of reviews
conducted annually increased

from 2012 to 2019, the majority of
recent investments reviewed have
been cleared with no conditions
attached.®® In one controversial case,
the Canadian government approved
the sale of satellite company Norsat
International, a U.S. defense contractor,
to Chinese radio manufacturer Hytera
Communications without conducting
a formal national security review.5¢
The U.S. government added Hytera

to a list of banned suppliers in July
2020, but the Canadian government
has not followed suit.5” More recently,
in December 2020, BlackBerry sold
90 of its mobile technology patents
to Huawei, including several with
security-related features. While
experts, such as Canadian patent
lawyer Jim Hinton, have highlighted
the potential cybersecurity risks of
selling such patents to a company
outside of Canada, the government
has not explicitly committed to
conducting a national security review
of the transaction.%® In March 2021,
the Canadian government updated
the Guidelines on the National Security
Review of Investments to include a
provision on evaluating the “potential
effects of the investment on the
transfer of sensitive technology or
know-how outside of Canada.”®

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the



This includes technologies that are
explicitly designed for military and
intelligence purposes as well as dual-
use technologies. As of the time of

GHINESE OVERSEAS INVESTMENTS

China began actively
encouraging overseas
investments under its
“Going Out” strategy
in 2001, and by 2016,
it had become the
world’s second-
largest source of
outward foreign direct
investment (OFDI)
flows. The majority

of China’s overseas
investments remains
concentrated in
low-income countries, but from 2009 to
2016, the proportion of OFDI stocks in
high-income countries increased from

7.4 percent to 14.1 percent.®® Researchers
have found that this shift in investment
destinations is mostly driven by economic
considerations, with policy objectives
playing either a constraining or risk-reducing
role.st As China’s domestic economy grows,
Chinese firms are using OFDI to access

new and larger markets and to acquire
strategic business assets in order to be
globally competitive.®? Technology-seeking
investments, in particular, give Chinese firms
access to the tacit knowledge of Western
R&D personnel, which cannot be exported
and has been shown to have positive
reverse spillover effects on domestic
innovation in China.s3

Chinese investments in Canada grew at a
steady pace following the signature of a
Foreign Investment Partnership Agreement
between the two countries in 2014.6

By 2016, Canada was the tenth-highest
recipient of Chinese OFDI stock globally.®®
However, total Chinese OFDI dropped
significantly in 2018 and 2019, partly due to

“Imss[" Wlllfs China’s Investments in the Canadian Technology Sector

writing, there have been no reports of
this provision being invoked during an
investment review, so the long-term
impact of this change remains unclear.

the implementation
of Chinese capital
outflow restrictions
and ongoing political
tensions.®® According
to the Investment
Monitor of the Asia
Pacific Foundation

of Canada, between
2003 and 2020, the
technology sector
was the third-largest
destination of Chinese
capital investment

by value (3.5 percent) behind energy

(63.7 percent) and mining and chemicals
(22.4 percent).?” Yet this data only covers
greenfield projects™ and mergers and
acquisitions, though venture capital funding
is becoming more popular among Chinese
firms. For instance, venture capital deals

in Canada involving Chinese investors grew
from four deals worth $50 million in 2016 to
nine deals worth $180 million in 2017.%8

The size and scope of Chinese investments
in Canada’s technology sector vary

widely. Some companies focus on joint
ventures, such as the 2016 Memorandum
of Understanding between Shenzhen-
based BYD and the provincial government
of Alberta to develop and commercialize
autonomous vehicle technologies, valued
at $4.4 million (CAD 6 million).6® Huawei has
also undertaken a number of joint projects
since starting operations in Canada in
2008, such as an Internet of Things pilot
project with Bell Canada and BeWhere
Technologies for an Ontario-based winery
in 2015.7° Other firms are interested in
emerging technologies, such as Beijing-
based Tsing Capital’s 2015 venture capital

** A common investment term, “greenfield projects” refers to activities by a company in a foreign country where it begins a
venture from scratch, building new production facilities, distribution centers, and other accommodations their staff need. This
contrasts with “brownfield projects,” which is where a foreign entity purchases or leases an existing facility to minimize costs
(Troy Segal, “Greenfield vs. Brownfield Investments: What’s the Difference?,” Investopedia, updated July 9, 2019, https://www.
investopedia.com/ask/answers/043015/what-difference-between-green-field-and-brown-field-investment.asp).

FEDERAL RESEARGH DIVISION
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investment in GaN Systems, a leading
developer of gallium nitride (GaN) transistors
and semiconductors.”™ GaN has become
the semiconductor material of choice

for military technologies—including radar,
satellite communications, and electronic
warfare tools, such as IED jammers—
because of its ability to efficiently amplify
high-power radio frequencies over long
distances while maximizing bandwidth
and thermal performance compared to
traditional silicon semiconductors.”

Tencent Holdings, the company behind
the popular WeChat messaging app, has

ﬂlll]ss[ﬂ Wlllfs China’s Investments in the Canadian Technology Sector

also been quite active in Canada. In 2015,
Tencent launched its first North American
cloud data server in Toronto.” It has
invested in a variety of companies, including
popular tech venture capital firm Real
Venture, messaging app Kik Interactive,
storytelling platform Wattpad, and intelligent
robotics company Kindred.” The company
also participated in the groundbreaking
$102 million Series A financing round

for Montreal-based Element AI in 2017,

the largest investment for any artificial
intelligence company at the time.” Table 2
lists more examples of Chinese technology
investments in Canada.

Table 2. Sample of Chinese Technology Investments in Canada

Target Company Investor Technology Year SM
March Networks Infinova Canada
Vi ill 2012 .
(Ottawa) (subsidiary of Shenzhen Infinova) ideo Surveillance 0 »88.6
Hemisphere GPS 171878_4 Albertam . Satellite Positioning and
(Calgary) (subsidiary of Beijing UniStrong Navigation 2013 $14.9
gary Science and Technology) &

Rx Networks N Mobile Positioning and
(Vancouver) Beijing BDStar Navigation GPS 2017 $23.2
Ki

indred Tencent Holdings Al and Robotics 2017 $28
(Vancouver)
Norsat International Hytera Communications Satellite o 2017 $67.3
(Vancouver) Communications
Solantro Semiconductor Huada Semiconductor Semiconductor 2018 Undisclosed
(Ottawa) (subsidiary of China Electronics) Manufacturing
L Technol

orex fechnology Zhejiang Dahua Technology Video Surveillance 2018 $29

(Markham)

Sources: Norsat Int’l, “Norsat Completes Plan of Arrangement with Hytera Communications Co., Ltd,”
PR Newswire, July 20, 2017, https://www.prnewswire.com/news-releases/norsat-completes-plan-of-

arrangement-with-hytera-communications-co-Itd-635592413.html; Douglas Soltys, “Kindred Closes $35.4M

Series B from Tencent, Launches Pilot Program with Major Retailers,” Betakit, October 24, 2017, https://betakit.
com/kindred-closes-35-4m-series-b-from-tencent-launches-pilot-program-with-major-retailers.

Chinese OFDI is beneficial for the Canadian
technology sector because of its infusion
of much-needed capital, but there are
potential implications for U.S. technology
development and national security as well.
These implications include:

» Knowledge spillovers from U.S.
companies working on dual-use
technologies (such as autonomous
vehicles) that are based in the
same clusters as Chinese-backed
companies.”™

Federal Research Division or the Library of Congress.

» Acquisitions of mature dual-use
technologies currently in use in the
United States and Canada that could
be transferred to the PLA. For instance,
Hytera Communications was able to
acquire satellite technology that was
previously sold to the U.S. Department of
Defense and NATO through its purchase
of Norsat in 2017.77

» Diversions of U.S. defense supply chains
by disqualifying a number of Canadian
firms from trade and contracting
exemptions due to foreign ownership.”®

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the
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» Potential evasions of Canadian export
controls. While there are restrictions on
“intangible” exports of technology, such
as emails or face-to-face meetings, it is
unclear whether or how this applies to
intra-company technology transfers.”

In addition, the small dollar values of
Chinese technology investments up to

now mean they are likely to fall under the
Investment Canada Act review threshold,
even if the technologies involved are
important to U.S. and Canadian interests.
For example, all of the investments outlined

TEGHNOLOGY INGUBATORS AND AGGELERATORS

Technology incubators and accelerators
have been adopted by some countries,
including China and Canada, to help smaller
start-ups mitigate the risks of market
failure that traditional financing cannot
appropriately address. These incubators
provide a variety of services to small
businesses, such as mentoring, training,
funding, networking, and shared office
space.® There does not appear to be a
comprehensive list of tech incubators in
Canada, though different sources suggest
the number ranges somewhere between
100 and 200 organizations.®® Of these, only
30 incubators have been approved by the
government to act as sponsors for foreign
entrepreneurs under the Start-Up Visa
program.s*

In China, local and national government
agencies have pursued a strategy of
building overseas technology incubators as
sources for driving domestic innovation.ss
For example, the Zhongguancun
Development Group (ZDG), founded by the
Beijing municipal government, has been
actively involved in financing cross-border
incubators and technology transfer centers,
including in the United States, Finland,
Israel, and Japan.®® In 2014, ZDG and Invest
Ottawa formally opened the International
Incubation Centre in Ottawa, the first of

its kind in Canada. The first four start-ups
selected for the incubator were Viscore,
which provides high-speed software and
hardware solutions for enterprise networks;
Canshielding, a radiation-shielding fabric
manufacturer; GREenergyTEC, a renewable

Federal Research Division or the Library of Congress.

in Table 2 are well below the act’s review
thresholds for investments by World Trade
Organization members, which have been
set at $822 million (CAD 1 billion) for private
sector companies and $327 million (CAD 415
million) for state-owned enterprises.t And
though the minister of innovation, science,
and economic development may trigger a
national security review of any transaction
of any size, as of this writing, the majority
of the reviews conducted by the Canadian
government have focused on mergers

and acquisitions, not venture capital
investments.8

energy company; and iNano Medical, a
medical device services company.®”

Incubators and accelerators backed by
Chinese venture capital funds have also
sprung up around the world, particularly

in the United States and Europe, as newly
wealthy Chinese investors seek to take
advantage of more stable Western markets.
One prominent program in Canada is the
China Angels Mentorship Program (CAMP),
an initiative launched by the Toronto-based
China Canada Angels Alliance (CCAA).

The CCAA is a network of Chinese angel
investors founded in 2014 by Zhishuo (Peter)
Liu, the co-founder of the Beijing-based
River Capital fund and a member of the
Chinese Economists 50 Forum, a Chinese
government advisory group.s®

Through 2018, CAMP was co-hosted by the
CCAA and the Ontario Centres of Excellence
(OCE). Each year, the program provided
mentorship and $75,000-$380,000 (CAD
100,000-500,000) in seed funding to ten
early-stage technology start-ups to prepare
them to enter the Chinese market. CAMP
also included a two-and-a-half-week trip
to China to meet with local investors and
mentors.8 After a brief hiatus, the program
relaunched in 2021, this time without the
support of the OCE. While the number of
eligible companies for the program has
expanded to 20, CAMP no longer provides
seed funding, instead encouraging
participants to apply for up to $59,000

(CAD 75,000) in funding from the Canadian
government under the CanExport program.°
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Start-ups selected for past programs
include Cyclica, an AI-driven biotechnology
company, and Cryptiv, a blockchain
management platform.® As one example

of the success of the program, in March
2020, Cyclica entered into a partnership
with China’s Institute of Materia Medica

to develop antiviral drug treatments for
COVID-19 that were based on Cyclica’s
deep-learning engine; the two parties were
introduced through the CCAA.%2 The alliance
has also provided seed funding outside the
CAMP framework to companies such as
Motion Gestures, a Kitchener, Ontario, firm
that develops machine-learning gesture
recognition software.%

Private sector companies and trade
associations have also been involved

in setting up incubators in Canada. For
example, Tencent signed an agreement
with the OTT Financial Group in 2017 to open
the Tencent Cloud Business Accelerator
Centre in Toronto, which focuses on start-
ups working on financial technology, cloud
computing, and big data.** In 2018, the
Tsinghua University-affiliated incubator
TusStar opened a joint accelerator exchange

RESEARGH PARTNERSHIPS

Universities and other research centers play
a key role in the production and diffusion
of knowledge that drives technological
innovation and economic growth. In
recognition of this, China has prioritized
spending on domestic R&D over the last
two decades. These investments appear to
have paid off. In the 2019 Global Innovation
Index, China was the highest-ranking
middle-income country and fifteenth
highest-ranking country globally on the
quality of innovation metric, which is

based on the quality of local universities,
internationalization of patents, and quality
of research publications. Canada has also
seen significant improvement in the quality
of innovation metric since 2016, ranking
just above China at tenth highest globally in
2019.%8

China’s ability to close the innovation gap
with high-income countries, such as the
United States and Canada, is driven in
part by the expansion and intensification

Federal Research Division or the Library of Congress.
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program with TEC Edmonton in Alberta.

The six-month program provides strategic
support and training to Canadian and
Chinese technology start-ups on how to do
business in each country.®® Unfortunately,
no public information is available about the
companies that may have participated in
these incubators, so it is difficult to assess
their impact.

The explicit goal of these international
incubators and accelerators is to facilitate
technology transfers between Canada and
China, both in terms of a start-up’s products
as well as the tacit innovation “know-how”
of the founders.®® As such, these programs
pose similar risks to U.S. technology
development and national security as
traditional OFDI. However, the values of
seed funding for start-ups provided by
some incubators is too small to trigger an
investment review. In addition, it is difficult
to apply export controls to broad and
emerging technologies that do not yet have
specific defense applications, such as those
that are typically the focus of early-stage
technology start-ups.®”

of its international research network. One
controversial element of this expansion

is China’s overseas talent recruitment
programs. The most notable of these is
the Thousand Talents Plan, which offers
generous stipends and other incentives,
such as cutting-edge labs, to attract
foreign scientists. China stopped publicly
reporting the names of Thousand Talents
recruits in 2018 following U.S. government
scrutiny, but as of September 2017, the
program has recruited 7,000 people.®® Other
well-known programs include the Chinese
Academy of Science’s 100 Plan, the Ministry
of Education’s Spring Light Plan, and the
Changjiang Scholars Award Program.©
China has also encouraged companies,
universities, and government ministries to
finance joint research partnerships with
foreign universities and establish overseas
research facilities.!** These programs have
allowed Chinese firms and researchers “to
buy expertise off the shelf” and speed up
the domestic innovation process.°?

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the

11



FEDERAL RESEARGH DIVISION

LIBRARY OF CONGRESS

Canada and China first codified their
bilateral research relationship in 2007, when
the two countries signed the Agreement

on Science and Technology Cooperation.
This agreement sets the framework

for promoting joint R&D initiatives and
information sharing between Canadian

and Chinese govern-ment entities, private
sector firms, and academic institutions.

In 2016, two additional agreements

under this framework were signed to
establish the Joint Working Group on

Clean Technology and the Canada-China
Innovation Dialogue mechanism.!°® These
agreements are complemented by the
Canadian International Innovation Program,
which provides seed funding to small- and
medium-sized enterprises to support R&D
collaborations with partners in China and six
other participating countries.*** Other local
and regional research partnerships include:

» Ontario-China Research and Innovation
Fund (OCRIF): The fund is sponsored
by the Ontario Ministry of Economic
Development, Job Creation, and
Trade and China’s Ministry of Science
and Technology. OCRIF provides
up to $367,000 (CAD 500,000) in
grant funding to support “scientific,
technological and industrial research,
and commercialization cooperation”
between academic institutions and
technology companies. The project
teams must include at least one
Ontario-based private sector partner
and two principal investigators, one
each from Ontario and China. The
program is not currently active, though
it is unclear if it was temporarily or
permanently suspended.i®

» University of Alberta Global Partnerships:
The University of Alberta has an
extensive collaboration program
with several Chinese universities. For
example, it has established the Joint
Research Center for Future Energy and
Environment with Tsinghua University
and the Joint Institute of Advanced
Science and Technology with East China
Normal University. The university’s
China Institute is also well known for
promoting Chinese scholarship and

Federal Research Division or the Library of Congress.
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advising the Canadian government on
China-related affairs.*®

Huawei, which opened its first Canadian

5G research center in Ottawa in 2010, is
one of the biggest China-based funders of
academic research in Canada.l*” Since 2010,
Huawei has committed over $367 million
(CAD 500 million) to R&D in Canada and
employs around 960 people in its offices
across the country.i°¢ An estimated $41
million (CAD 56 million) of this total has been
linked to projects with 13 leading Canadian
universities.1o°

since 2010, Huawei has
committed nearly $50 million
(CAD 68 million) to research
orojects and partnerships
with several leading Canadian
universities.

The University of Toronto, for instance,
received nearly $2.6 million (CAD 3.5 million)
in 2016 as part of a five-year research
partnership. The University of British
Columbia received $2.2 million (CAD 3
million) for a research collaboration project
on advanced communications and 5G in
2017. In addition, in 2019, Huawei pledged to
invest $2.2 million (CAD 3 million) as part of
its strategic research partnership with the
University of Waterloo, where the company
is also currently a sponsor of the Waterloo
Artificial Intelligence Institute.!©

Huawei has even partnered with the

Natural Sciences and Engineering Research
Council of Canada (NSERC) to establish joint
research chairs at the University of Laval in
Quebec City and Polytechnique Montréal. For
example, a joint research venture on future
wireless technologies at Polytechnique
Montréal was matched by a five-year, $1.8
million (CAD 2.5 million) investment from
Huawei.!* There are also rumors that Huawei
started researching next-generation 6G
technologies in its Ottawa lab in 2019 and
has been in talks with university researchers
on further collaboration.

Huawei’s research investments illustrate

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the
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how these types of partnerships can
facilitate potentially unwanted technology
transfers. For instance, some intellectual
property rights experts argue that the

depth and breadth of Huawei’s university
partnerships undermine Canada’s domestic
competitiveness since Huawei shares the
rights to patent the technologies developed
by the hundreds of researchers that have
worked on its projects. Huawei applies

for about 30-35 export licenses a year to
transfer this research to China, and as of
2018, the last date for which there is publicly
available data, the Canadian government
has never rejected a permit application.t®
Under China’s military-civil fusion strategy,
Huawei and other Chinese companies with
similar overseas research partnerships
could be compelled to share this technology
with the PLA.1*4

There is also evidence to suggest the
Chinese government is using research
partnerships as a front for its political
influence and military research activities.
For example, funding from China-backed
entities, such as the Confucius Institutes,
has been used to pressure foreign
universities to promote pro-China policies
and adopt Chinese censorship rules on
topics such as the human rights situations in
Tibet and Xinjiang.*s Moreover, the Australian
Strategic Policy Institute has documented
several cases where PLA-affiliated
researchers participated in overseas

LOOKING AHEAD

It is important to note that many of

the Chinese firms investing in Canada’s
technology sector are not acting on behalf
of the Chinese government. However,

this does not preclude the Chinese
government from taking advantage of the
access granted by these investments to
the emerging and dual-use technologies
being developed. Though the Canadian
government has tools in place to manage
such unwanted technology transfers—such
as export controls and foreign investment
reviews—the inconsistent application of
these policy tools and weak guidelines

for government oversight means that
some Chinese actors may be able to

Federal Research Division or the Library of Congress.
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research exchanges on critical technologies,
such as artificial intelligence and hypersonic
missiles, using false credentials.*® In the
United States, there were three cases in
January 2020 alone where academics

were indicted for failing to disclose their

ties to China, such as Boston University
student Ye Yanqing, who did not report that
she was a PLA lieutenant while studying

at the university’s Department of Physics,
Chemistry, and Biomedical Engineering.*”

While there have not been any reported
arrests of Canadian academics with ties to
China, documents by researchers, Chinese-
Canadian activists, and government
agencies, such as the Canadian Security
Intelligence Service, have indicated that
these political influence campaigns may be
common in Canada as well, though to what
extent is unknown.!*® In one recent instance,
when setting up the advisory board for the
NSERC/Huawei University of Laval Industrial
Research Chair in 2019, NSERC explicitly
stated that it would be screening out
candidates with “strong political opinions”
on Huawei, which had never been included
as selection criteria before.*® Still, the
Canadian government does not currently
have guidelines in place for universities on
how to manage or disclose the details of
private sector investments, so it is likely
impossible to know the full scope and
potential risks of these partnerships.t?°

surreptitiously acquire potentially sensitive
technologies. These weaknesses could have
serious negative implications for U.S.
national security because of the integration
of Canadian and U.S. defense supply chains.

Researchers from Georgetown University’s
Center for Security and Emerging
Technology suggest that one way to
address this is for the United States,
Canada, and other allies to standardize
the data collection and monitoring of
China’s technology transfers.*? This is
especially relevant for Canada’s academic
sector as it may encourage the Canadian
government to set down clear guidelines

The opinions, findings, conclusions, and recommendations expressed within this publication are those of the author and do not necessarily reflect those of the
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for universities to report the details of their
financing agreements with private sector
companies. One avenue for this kind of
collaboration may be the newly established
Inter-Parliamentary Alliance on China, which
was launched in June 2020 and, as of this
writing, includes cross-party legislative
representatives from the United States,
Canada, Australia, New Zealand, the United
Kingdom, Japan, Uganda, and several
European countries.??

In April 2020, Canada temporarily tightened
its foreign investment oversight to cover

all investments made by state-owned
enterprises to protect Canadian companies
from foreign takeovers during the COVID-19
pandemic. Critics argued that it might not
be sustainable to maintain such strict
protectionist measures in the long term
since Canada’s domestic financial market
is not as large as those of the United States
or China.t??2 However, the March 2021 update
to the Guidelines on the National Security
Review of Investments indicates that

the Canadian government is committed

to permanently adopting this enhanced
scrutiny of state-owned enterprises, though
it is currently too early to tell what, if any,
effect this change will have.!23

It is also difficult to predict what the
landscape of China’s investments in Canada
will look like in the future. Diplomatic
relations between the two countries
continued to deteriorate in late June

2020, as Prime Minister Justin Trudeau
announced Canada would be the first
country to suspend its extradition treaty
with Hong Kong after China’s new security

law was adopted. He also refused to comply
with China’s demands to exchange Meng
Wanzhou for the two detained Canadian
citizens, indicating that a prisoner swap
would set a negative precedent for Canada-
China relations.*?* China, in return, warned
its citizens not to travel to Canada and
threatened to take more actions if Canada
continued to “meddle in China’s internal
affairs.”:5

Tensions are expected to remain high until
Meng’s potential extradition to the United
States is resolved. The final hearings of

the case concluded in August 2021, but

the ruling may take several months to

be announced. The judge is expected

to provide a timeline for delivering the
verdict during the next scheduled court
appearance in late October 2021.12¢
Compounding these factors is the ongoing
COVID-19 pandemic, as the rise in the
number of new variants and accompanying
spikes in infection rates could slow the pace
of global economic recovery.?

Despite these challenges, it is unlikely that
China will abandon its lofty innovation-
driven development goals or the technology
transfer strategies that support them.
Understanding the patterns of China’s
technology investments in a particular
context, such as in Canada, can help the
United States and its allies identify potential
weaknesses that should be resolved now
to protect sensitive technology assets

from being exposed in the future. In an
interconnected world, collaboration may be
the best solution.

=

=<
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